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Content of  possible foreword

This Code of Practice draws extensively on existing legislation, guidance and professional Codes of Practice for sharing information about children in need of protection published in Scotland and across the UK.  The content has been informed by young people and those working with children and families, and further detailed guidance and advice was provided by a Short Life Working Group (see Annex 2 for membership).
This Code of Practice has been published by the Scottish Executive to help those who work with children and their families who may be in need of protection.  The aim of the Code is to improve practice by giving workers clear guidance on when and how to share information legally and professionally about children at risk of significant harm.

We recognise that most workers do share information when required, but we wish there to be a level playing field where all workers in all organisations and agencies and across all parts of Scotland possess a common set of overarching principles and standards.

Getting it right for every child is a major programme for changing the way in which services are delivered to children.  Children should get the help they need when they need it.  Everyone working with children should use a consistent and equitable approach and work more effectively together to improve outcomes.  This Code builds on these principles.  It is based on a child-centred approach - children should be meaningfully involved in decision-making about their lives and the services they receive.

Principles of information sharing




1. Introduction and context

Why is sharing information important?

Scottish Ministers have a Vision for all Scotland’s children.  Each child should be:

· Safe

· Nurtured
· Achieving

· Healthy

· Respected and responsible

· Active

· Included
All children growing up in Scotland will have contact with many organisations throughout their lives to help them achieve these aims.  Some children will need extra help or support and for others, where there are concerns for a child’s safety or well being, it may be necessary to share personal and sensitive information. 

We know from many inquiries into the abuse or death of a child that it is vital for those working with children to understand when they can share information effectively about a child in order to identify their needs and to ensure that appropriate interventions are, or can be, put in place for their well-being and development.
In many situations, there is a clear legal requirement to share information in order to protect a child.  However, there are times when the evidence is less clear and in these situations, workers often talk of a “worry”.  For some children, the concerns are not about sexual or psychological abuse or neglect, but about a child’s physical welfare or well-being, such as their health or attendance and performance at school.  By sharing appropriately and understanding the information, a clearer and more holistic picture should emerge about a child’s safety or welfare.  In each case, judgements will be made about the need to share information, whether and how to involve the child and family, and what information should be shared, and with whom.

What information is relevant?

For the purposes of the Code of Practice, information relating to the protection of a child is any information that indicates that a child may be at risk of significant harm.  This may be oral, written or any other form of information.
The Code is specifically relevant to information relating to the protection of a child.  It is not intended to be a general guide to information sharing.

You need not deal directly with children in order to identify such information.  Information may relate to an adult, e.g. where a worker’s client or patient is the parent or carer of a child.

You do not need to wait to be asked to share information by another agency or worker.  Everyone should ensure that they are proactive in sharing information to prevent significant harm being done to a child.
What is the definition of a child
For the purposes of this Code of Practice and as with the Protection of Children (Scotland) Act 2003, a "child" is defined as any person under the age of 18.

For pregnant women, where there is a concern about the foetal development and its probable impact on the child at birth, workers need to ensure that they discuss their concerns with a senior professional person within their organisation about what steps should be taken in the interests of the future child and the mother in advance of the child’s birth.

Why do we need a Code of Practice?

We recognise that most workers do share information when required, but we wish there to be a consistent approach where all workers in all agencies and across all parts of Scotland are able to apply a common set of overarching principles and standards.  The purpose of the Code of Practice is to support workers in their decisions to share information about children at risk of significant harm and to bring clarity in a difficult area.  
Workers may worry about the consequences of sharing information:
· Am I allowed to share this information?

· What happens to the information?

· How will sharing information impact on the child?

· Will sharing information mean that children and families stop asking for help?
· What happens if the information is inaccurate?

· How will others treat the information?
· What might happen to the child if information is not shared?
· What prevents others using the information appropriately?
These are valid questions and concerns which should act as carefully considered checks and not barriers to ensure that information sharing remains necessary, relevant and proportionate in every case.  This guidance aims to build on existing good practice and to encourage greater consistency of practice and decision-making across Scotland.

Who is the Code for?

The Code should be used by all those who work with children and their families (defined here as ‘workers’).  It should also be used by those working with adults who, in the course of their duties, identify information that indicates that a child associated with that adult is at risk of significant harm.

It should be used by all those employed or contracted by public sector, independent or voluntary sector organisations.
Children’s Rights
Although it is not directly incorporated into UK or Scots law, the UK has signified its support in principle for the United Nations Convention on the Rights of the Child by ratifying it.  It makes clear that children have a right to express their views and to have them taken into account when decisions are made about what should happen to them.

Children themselves recognise that in some circumstances information will be shared without their consent.  Where this is likely to be done, they need to be as involved as possible in deciding what information will be shared and with whom.

Involving children in information sharing decisions is the preferred course of action.  Children respond positively to respect for them and their views.  However there may be occasions and circumstances where information should be shared without their consent.  Children should normally be informed of this decision and where, practicable, the reasons for the decision explained.
There may be circumstances where children should not be told.  Workers should record their reasons for not doing so.

Summary of the legal position

	It is important that anyone wishing to share child protection information has knowledge of the principles underpinning information sharing and awareness of the key legal considerations.  A more detailed explanation is provided in Annex 1.  The basic legal issues arising in relation to a decision as to whether to share such information can be summarised as follows: 

· If the holder of the information is a public body does it have the power (sometimes referred to as the “vires”) to share it? 
· If so, or where the holder is not a public body, the information can be shared unless prevented by:

· the European Convention on Human Rights especially Article 8 (right to respect for private and family life); or

· the common law in relation to confidentiality; or

· the  Data Protection Act 1998.

· Where child protection information may be shared it is important that no more information is shared, and that it is shared no more widely, than is necessary for the purpose for which it is being shared.
The Code of Practice  is not a definitive interpretation of the law which only the courts can provide.



2. Deciding to share information

Before sharing information, workers should discuss the issues with a manager or a trusted colleague.  In line with the requirements of the Scottish Executive Child Protection Reform Programme, all public agencies should have a clear line of communication concerning child protection with named leads to whom staff can refer to if unsure or needing more guidance.  This should also apply to agencies in the independent and voluntary sectors.  In these situations, it is important that personal details which identify the child or family should, as far as possible, remain anonymous until a decision is taken whether to share the information more widely.

If working in the NHS, the senior officer known as the Caldicott Guardian or the child protection lead can provide advice.  Every NHS Health Board has a designated Caldicott Guardian who governs the exchange of patient–identifiable information within the organisation.  Caldicott Guardians do not only apply to the NHS, but are also relevant to the exchange for example of information between NHS bodies and local authority social work departments or between a doctor and a voluntary agency.
Working with the child
When you have concerns about a child, or they choose to disclose information, you need to make a number of decisions about the best way of supporting that child.  In the early stages this should be done through building a relationship with a child (unless an immediate referral to another agency is necessary).  You may decide that you are best placed to support that child in the current circumstances and that multi-agency involvement is not necessary.
Understanding the potential risk or harm to a child will involve looking at all aspects of the child’s life.  Getting it Right for Every Child sets out a framework for improving outcomes for children and can be used to guide workers in decision-making.  All those working with children should have regard to all aspects of a child’s life in relation to the history, functioning and needs of key family members and other significant people in the child’s life.  
Assessing a child’s vulnerabilities as well as their ability to survive adversity requires workers to take an approach that considers a number of issues including the effect of poverty, housing, where domestic abuse impacts on a parent’s mental health, links with substance misuse, and issues of self harm including bulimia and anorexia.
A child under the age of 16 has the legal capacity to make a decision on a health intervention provided they are capable of understanding its nature and possible consequences.  This is a matter of clinical judgment by a qualified medical practitioner and will depend on the age, maturity of the child, the complexity of the proposed intervention, its likely outcome and the risks associated with it.  This rule applies to all health interventions, including assessment, treatment and counselling.  Where a worker is not in a position to make a clinical judgement, advice must be sought from someone who is.
Information should be shared with parents where it is appropriate and safe to do so.  This is in recognition of the responsibilities, rights and duties of parents to direct and guide their children in the exercise of their rights, consistent with their evolving capacities.  However, if there is a difference of opinion between  child and parent, where the child has the capacity to make an informed choice about sharing information, the child’s decision must be respected and given effect to even if it differs from the parent’s or the worker’s view
Working with families

In the process of finding out what is happening to a child, you should develop cooperative working relationships with the child and those who are important in the child’s personal network.  Even in difficult and complex situations, the majority of parents and carers want what is best for their children and may feel more confident about providing vital information about their child, themselves and their circumstances if staff are open and honest.
However, there may be situations of conflict within families. Families may show reluctance to engage in any discussion beyond ‘safe’ or low priority issues, or minimise the issues; not turn up for appointments or be uncooperative; be verbally and/or physically aggressive; refuse to let a you speak to or examine a child alone; and refuse consent to share information with another agency (where a parent knows another agency has information about previous abuse).  The time taken to develop relationships with the family needs to be balanced against causing undue delay in sharing information where children may be at risk of significant harm.

Deciding to share information
When making decisions about whether to share information about a child at risk of significant harm, you should talk with the child about how best they can be supported, who else may need to be involved to provide the necessary help and what information needs to be shared to secure this help.
It is vital that children are actively involved, as far as possible, in finding solutions and in helping to make decisions about their lives.  This may not take place in one discussion, but evolve as part of a continuing dialogue with the child.  It is also good practice to review consent on a regular basis.  It is not open-ended.

However, the sharing of relevant information should not be delayed where there is a risk of imminent harm to a child or young person; it may not be possible to seek the consent of the child or young person, or parents, within the requisite timescales. It should be emphasised that in such circumstances information must be shared with the appropriate individuals or agencies, without undue delay, regardless of consent.

It might be helpful to consider the following in making decisions:
· If you are dealing with a child and have some concerns about their behaviour e.g. their school attendance or their use of alcohol, but there are no concerns of abuse, exploitation or neglect then you should address these matters directly with the child.  Where appropriate, you should advise them to contact other agencies or, with their consent, contact other agencies on their behalf.  Depending on the age and wishes of the child, you may decide to involve parents or carers.  Where possible, confidentiality should be respected.  Consent should be sought each step unless there is an overriding reasons not to seek this. 

.

· If the child shares information with you or you have increasing concerns about a child’s behaviour and about risk to themselves, then you should discuss this with the child.  You may decide to involve  other workers or members of the child’s personal network for information. However, although you may need to discuss the child’s circumstances, it may not be necessary to share personal information which identifies the child.  Again, consent should be sought each step unless there is an overriding reason not to seek this.  Dependant on the information brought together you may decide to arrange for all to meet to address the issues.
· At some point the child may disclose that they, or another child, have experienced, or are experiencing harm, but are not at immediate risk.  It is likely that you will need to involve other agencies.  In these circumstances and, where it is appropriate, you should speak with the child or their parents and point out that you may need to share the information regardless of whether consent has been obtained (although every reasonable effort should be made to seek their agreement). As far as possible, the reasons for this decision and the consequences of sharing the information should be explained to the child.  Explaining a decision to a child will go some way towards helping them understand and accept a situation
· If the child is thought to be at immediate risk of significant harm, you will need to inform other agencies immediately.  Again, where appropriate, you should inform the child and parents that you may need to share the information (although again every reasonable effort should be made to seek the child’s agreement).

Deciding not to share
In certain complex situations, there may be occasions where disclosure of information relevant to the protection of one child may put another child at greater risk. It is not intended that disclosure of child protection information should introduce a greater risk of harm to another child.  You should consider whether  disclosure would put another child or children at an equal or greater risk of harm

There are also circumstances where maintaining the confidentiality of information given by a child will be crucial to maintaining his or her trust sufficiently in order to help them.  Workers should be aware of and follow their own internal procedures and processes in relation to such matters.
If you determine that breaking a confidence would be more detrimental to a child’s welfare, then you may decide not to share information.  This decision (and the reasons behind it) should be recorded.

The welfare of the child is paramount in making decision about when to share information.  If it would not be in the child’s best interests, then the information should not be shared.

For those with an on-going relationship with a child, decisions not to share information are not one-off events and should be reviewed on a regular basis, as the situation may become more serious and the involvement of other agencies is required at a later date to protect the child.

Not sharing information may reflect your decision in discussion with the child that, in the current circumstances, you are the best person to help support the child.  This may be the start of a process of the child disclosing information and, at a later date, more information may come to light that will need you to review earlier decisions not to share information.  
Support from the organisation

Workers often need to make difficult judgements in the absence of clear information and should be supported in the decisions if the Code of Practice has been followed. Difficult decisions may need to be taken through the use of supervision or in discussion with colleagues, but workers should have the support of the organisation.

It is important that you make the best decisions with the information available for the child and that this is clearly recorded and supported by management.  At all times, you need to think about the needs of the child.  

This is important in situations of conflict or where there is disagreement between families, children and workers or across a number of agencies.


3. Consent and Confidentiality

It is good practice to obtain consent before the sharing of information.  This will contribute to building up a relationship of trust with the child and their family or carers.


There is no absolute rule about when consent should be sought. It will depend upon the circumstances.

Consent should be freely given and be informed, specific and unambiguous.  It should be clearly signified by the person to whom the information relates or, where that person does not have the capacity to give consent, by someone else with authority to do so, on their behalf.
What is confidentiality?
Not all information is confidential.  Information that is considered confidential is usually of some sensitivity, is neither lawfully in the public domain nor readily available from another public source, and is shared in a relationship where the person giving the information understood that it would not be shared with others. 

There are different types of confidential relationships between workers in various roles and organisations, who work to different professional and organisational statutes and protocols, and members of the public:

· Formal relations (for example between a social worker and client) where all information shared is normally treated as confidential

· Informal confidential relationship that might exist between, for example, a teacher and pupil.  The pupil may discuss many topics with the teacher, some of which may be  understood implicitly or explicitly by one or both to be confidential and not for sharing with others.  
· Sometimes people may share information about themselves or others that they do not expressly ask to be kept confidential.  However, the sensitive nature of the information may result in the assumption by one or both parties that the information will remain confidential.  In these situations, you should think carefully about whether there are circumstances in which the information can be shared or you need to obtain consent.
Workers should make it clear to children and their parents that confidentiality is never absolute.

When can information be disclosed without consent?

There will be cases (especially when it comes to concerns about a child) where consent may not be required because the concern will require you to investigate and assess if the child requires additional support as they are at risk of significant harm.

Where here is a risk of imminent significant harm to a child or young person, it may not be possible to seek the consent of the child or young person, or parents, within the requisite timescales.  It should be emphasised that in such circumstances information must be shared with the appropriate individuals or agencies, without undue delay, regardless of consent.

In such cases you are not legally inhibited or prevented from sharing or obtaining appropriate information about a child and their family.

Children themselves may recognise that in some circumstances information will be shared without their consent.  Their preference is to be involved in deciding what information would be shared and with whom.

However, confidentiality should not be interpreted as absolute secrecy.  There are circumstances in which confidential information can be shared.
In deciding whether or not disclosure of information given in confidence is justified, you should consider the harm that might result from failing to disclose the information against the harm that could result from a breach of confidence.

Any sharing should be proportionate, to the appropriate person, and go no further than the minimum necessary to achieve the public interest objective of protecting the child. If information obtained in confidence is disclosed, then you should always seek consent and, if not obtained, record in writing that the information was disclosed without consent and why this was done.  A worker may be asked to justify their decision.

What to say when sharing information without consent
Agencies beginning to work with families should explain their policy on information sharing and confidentiality carefully, and help parents and, where appropriate, children to understand the circumstances under which information may have to be shared with others without their consent. 
When a child's safety or welfare require you to share confidential information without the child’s or parental consent, you should:

· Tell the child or parent that you intend to share information (unless this may place the child, or others, at greater risk of harm)

· Tell the child or parent what information is to be shared and with whom.  Each agency should make clear to people using their service that the welfare and protection of children is the most important consideration when deciding whether or not to share information with others.  No agency can guarantee absolute confidentiality as both statute and common law accept that information may be shared in some circumstances.

Asking for consent

It is important to be open and clear with children and families.  Discussions about sharing information should cover:

· Explanations of why the information needs to be gathered and recorded and the benefits to the family i.e. to get a better understanding of the their needs and therefore the services they may require; and to prevent them for having to repeat their story to numerous different workers or agencies. 

· Any fears or concerns the child or family might have 

· What information has been or will be collected and what will happen to the information

· It might also be useful to identify the items of information which children or families are particularly concerned about sharing

· With whom the information is to be shared and why 
You should always consider whether to seek consent from the child or their parents. In some cases, it may be appropriate or legally necessary to seek consent from both (e.g. in cases involving separation, divorce, adoption or fostering) although a child with sufficient capacity can veto this.  In other situations, there may be a conflict between the wishes of the parent or carer and the child, particularly if the child is older. Decisions will depend upon individual circumstances and an assessment of which approach is in the best interests of the child. 

In most cases, where a child is unable to give consent, then a person with parental responsibilities and parental rights, such as the parent, guardian or carer, should be asked to give consent on behalf of the child. Where parental or carer consent is required the consent of one person is sufficient, but if family members are in conflict, careful consideration will need to be given to whose consent is sought.  If parents are separated, then the consent of the resident parent is usually sought. Agencies have procedures in place to guide workers to make the appropriate checks to determine who has parental responsibilities and parental rights for a child, can give consent on their behalf and know who should be informed about anything relevant to the child.
For the purposes of the Data Protection Act a person over 16 has capacity to consent.  A child under 16 has that capacity if the child has a general understanding of what is involved.  In the absence of any indication to the contrary children aged 12 and over are generally expected to be old enough and to have that understanding to give their consent.  However, the understanding or capacity of each child needs to be considered individually.  In seeking consent from a child, it is important to explain the issues in a way that is suitable for the child’s level of understanding, in a language that is clearly understood and in the child’s preferred mode of communication for example Braille or a language other than English.  Some questions to consider when making such decisions are:

· Does the child understand the questions being asked?
· Does the child have a reasonable understanding of what information might be shared, the reasons for sharing the information and implications of both sharing and not sharing the information?
· Does the child have a reasonable understanding of alternative options and express their own view on this rather than that of others?
· Has the child made up their mind or are they undecided?

Most parents and young people welcome consultation and involvement but need time to think, time to ask questions and to be reassured about their anxieties.  Given time and proper information, most parents will usually give consent to sharing information.  But this has to be balanced against causing undue delay in sharing information where a child may be at risk of significant harm.
Sharing anonymised information 
If information is completely anonymised such that an individual cannot be identified from the information either in itself or in conjunction with other data held by or disclosed to the recipient, then it is not personal data and the legal framework which protects personal data will not apply.  Consent to share anonymised information is not required.  As a general principle if disclosure of anonymised data will achieve the intended purpose of the disclosure then the information should be anonymised.




4. Sharing information

Asking for information
There will be occasions when you will ask a worker in another agency to provide you with information.  Effective information sharing is a key component of effective multi-agency working.  This is an important element of Getting it right for Every Child, a programme of children’s services reform which will require you to continue to build the trust and rapport across agencies and to understand the statutory responsibilities each has in relation to safeguarding and promoting the welfare of children.
It is not appropriate to contact another worker and ask for everything they know about a family.  If you are unsure what kind of information you may have or the exact information you seek, take time to explain the purpose for which the information is required so that the other person better understands what is needed to help the child.
When you approach a colleague in another agency you should explain:
· what kind of information you need
· why you need it (in doing so, you may also have to disclose information)

· what you will do with the information; and

· who else may need to be informed should concerns about a child persist
· who will be taking responsibility to act on the information

· what mechanism there will be for feedback
Giving information
If you are asked to provide information for a legitimate purpose and in the best interests of a child, you should not refuse solely on the basis that all information held by your own agency is confidential.
If you are asked to provide information, you should consider:
· whether you have a statutory basis to disclose

· what information the child has already agreed may be shared with other workers
· whether there is any perceived risk of harm to a child which would warrant breaking confidentiality

· whether you have relevant information to contribute - that is, information which has, or is likely to have, a bearing on the issue of risk of harm to a child, which would enable another worker to offer appropriate help or take action necessary to reduce the risk to the child;

· whether that information is confidential, already in the public domain or could be better provided by another worker or agency, or the parent or child directly

· whether you might need to obtain permission to disclose information or to disclose it to specific persons;

· how much information needs to be shared to reduce risk of harm to the child
Recording information

When sharing information it is good practice to identify by name the person receiving the information, inform that person whether the information is confidential and confirm what will happen to the information including arrangements for its destruction either both electronically or in paper form.  It is also important to record accurately and securely what has been shared, why, when and with whom, including the name, job title and contact details and whether there is consent, legal or public interest for the disclosure.
The information should be shared as securely as possible.
What if my client is an adult?
Agencies working with adults in need of support should ideally seek their clients' consent to pass  information to other agencies which may have a bearing on how well they are coping as parents or about children with whom they are in regular contact.  However, if a child is considered to be at risk of significant harm, information can be shared regardless of the consent of the adult to whom the information relates.
Agencies working with children should inform agencies supporting the adult(s) in a family when there is a social worker or key worker involved with one or more children in the family and what contact they have with each member of the family, as appropriate.
What happens to information once it is shared?

The handling of information is covered by the Data Protection Act and must be consistent with eight principles (see Annex 1).  At all times, information that is shared should be used for the purposes specified when the information was requested.  The information should be relevant and not excessive, accurate, up to date and kept for no longer than necessary.
Information is inaccurate if incorrect or misleading as to any matter of fact. If a worker obtains information and reasonable steps are taken to ensure it is accurate you will not breach the Data Protection Act even if the information is or is subsequently proved to be inaccurate. Similarly, you can share your concerns or express a professional opinion based upon incomplete information or information from a single source in appropriate circumstances.  However, those holding information must report back to the original source if and when the information has been found to be inaccurate or uncorroborated.   Workers need to think carefully that the purpose of sharing information is clear and timely in terms of the child’s current circumstances;  information shared a year ago, may not now be relevant to the child’s current situation.

5. Governance



Ministers expect that agencies will put in place a governance framework to ensure that those employed or contracted by them are supported in sharing child protection information.  This links with the Getting it Right for Every Child proposals that agencies should put in place local coordination and monitoring to help deliver better outcomes for children in their area.  Workers should know that their employing or contracting organisation should ensure that copies of the Code of Practice and associated documentation are available to all their workers and that staff are trained and supported, with local protocols being put in place where necessary.  
It is also expected that agencies will establish good administrative and procedural practice in data sharing to facilitate a culture of open, trusting sharing of information, appropriate to these circumstances, between workers and others, including volunteers and those employed by voluntary and charitable organisations. 
ANNEX 1

The Legal Framework  


It is important that anyone wishing to share information has knowledge of the guiding principles underpinning information sharing and awareness of the laws that shape the use of information.  
The basic legal issues arising in relation to a decision as to whether to share child protection information can be summarised as follows: 

· If the holder of the information is a public body does it have the power (sometimes referred to as the “vires”) to share it?  

· If so, or where the holder is not a public body, the information can be shared unless prevented by:

· the European Convention on Human Rights especially Article 8 (right to respect for private and family life); or

· the common law in relation to confidentiality; or

· the  Data Protection Act 1998.

Where child protection information may be shared it is important that no more information is shared, and that it is shared no more widely, than is necessary for the purpose for which it is being shared.

The power of public bodies to share information
Administrative law is the body of law that regulates the activities of public bodies.  It is an area of law that has grown rapidly in the last twenty years and it is now well established that the actions of most public bodies are subject to control by the courts by way of judicial review. There are various grounds on which a challenge might be made but in relation to information sharing, it is  ‘illegality’ that is likely to be most relevant.  A public body may not act in excess of its powers.  If it does act in excess of its powers, then the act is ultra vires, or beyond legal competence, and so will be unlawful.
Public bodies such as local authorities derive their powers entirely from statute. These bodies cannot act outside those statutory powers.  However it is a well established principle that express statutory powers should be interpreted so as to authorise by implication the performance of acts reasonably incidental to powers and functions expressly granted. 

When considering the extent to which a public body can share data, it is the function to which the data sharing is ancillary that one must ascertain, rather than an implicit power to share data per se. If the vires to do the fundamental activity are not present, there is nothing from which a data sharing power can be implied.  In exercising a statutory power, it is necessary for the power to be exercised for the purpose for which it is created.  If it is not, the exercise of the power will also be ultra vires.

This principle is reflected in section 69 of the Local Government (Scotland) Act 1973, replicated in the Local Government (Scotland) Act 1994, which provides that local authorities are expressly empowered to do anything which is calculated to facilitate, or is conducive or incidental to, the discharge of any of their functions.  Part 3 of the Local Government in Scotland Act 2003 created a discretionary power that enables local authorities to do anything they consider likely to promote or improve the well-being of their area and/or persons in it.
The primary piece of legislation in relation to children is the Children (Scotland) Act 1995.  Sections 21, 22, 53 and 93 are those relevant to the sharing of information. Section 21 provides for co-operation between authorities. Section 22 relates to the local authorities’ duty to safeguard and promote the welfare of children in need.  Section 53 requires a local authority to investigate when it has information suggesting that compulsory measures of care may be necessary and enables any person to refer the information to the Reporter to the Children’s Hearing if there is a need for compulsory measures of supervision.

Section  93 provides for a definition of a child being “in need” which refers to a child in need of care and attention because the child:
 “is unlikely to achieve or maintain, or to have the opportunity of achieving or maintaining, a reasonable standard of health or development (or whose) health or development is likely to be significantly impaired or further impaired unless services are provided by a local authority.”

Section 20(1) of the Local Government in Scotland Act 2003 also provides that a local authority “has the power to do anything which it considers is likely to promote or improve the well-being of its area and persons within that area; or either of those”.

The term “well-being” is not defined in the Act (however, guidance has been issued).
Section 20(3) provides that this power can be exercised in relation to or for the benefit of:

the whole or any part of the area of the Local Authority; 

all or some of the persons in that area. 

The European Convention Of Human Rights and The Human Rights Act 1998
The Human Rights Act 1998 incorporated the European Convention on Human Rights directly into law throughout the UK, making it unlawful for public authorities to act incompatibly with convention rights.  The public authorities to which it applies include local authorities, NHS Trusts, or a government department or agency. The term public authority is currently interpreted as applying to those working for a private company, a charity or a voluntary organisation  that carries out some functions on behalf of public authorities – for example workers in a children’s home where the local authority pays for places for children that it has a statutory duty to look after under the Children (Scotland) Act 1995.
Article 8.1 of the Convention states:
“Everyone has the right to respect for his private and family life”.

This Article provides a basic, but not absolute, right to the privacy of personal information.  However, public authorities that wish to disclose information about an individual (such as to another agency) should satisfy themselves that this is necessary and lawful under the terms of Article 8.2.  Any handling of information which concerns individuals must be compatible with this right. As with many Convention rights, the right is qualified; Article 8.2 states:
“There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.”

Article 8.2 does not give ‘carte blanche’ to ignore the right to respect for family and private life. All competing interests need to balanced and infringements to this right must try to minimise the infringement to the child’s or their family’s rights when seeking to achieve wider public interest goals. 

Conversely, there are many circumstances where the fact that someone’s right to respect for his/her privacy would be infringed must not prevent workers from taking appropriate action. If for example a worker suspects that a child is being mistreated by a member of his family you may have a duty to intervene to protect the child. This will inevitably interfere with the person’s right’s to privacy and respect for his family life, but the circumstances clearly justify the interference.

The right to respect for private and family life can be legitimately interfered with in accordance with the law and, where necessary, for example for the prevention of crime or disorder, for public safety or for the protection of health or morals, or for the protection of the rights and freedoms of others. If the sharing of information is necessary to protect a child who is at risk of significant harm, or necessary to prevent crime or disorder, then the sharing is unlikely to be in breach of the Article 8 rights of the person to whom the information relates. 

The European Convention on Human Rights has been interpreted to confer positive obligations on public authorities to take reasonable action within their powers (which would include information sharing) to safeguard the Convention rights of others including children. These rights include the right to life (Article 2), the right not to be subjected to torture or inhuman or degrading treatment (Article 3) and the right to liberty and security (Article 5).  
Data Protection Act 1998

The Act is often misunderstood and misquoted.  Many workers have expressed concern about the implications of the Act, and can be, as a consequence, reluctant to share information.  However, the Act should be viewed as a framework rather than a barrier that governs the processing of information (including the sharing of information) which identifies living individuals.  Key Definitions  within the Act include: 
Data – is information which:

(a) is processed by automated equipment
(b) is recorded with the intention of being processed by such equipment
(c) is recorded as part of a relevant filing system (which can include structured manual records) or

(d) forms part of what is described as an “accessible record”(such as a health record or certain educational records”.
personal data - must relate to a living individual who can be identified from the data (data subject). Therefore, anonymised or aggregated data (see below) which cannot be used to identify particular individuals does not fall within the definition.  Furthermore personal data includes expressions of opinion and of the data controller’s intention in relation to the data subject.

sensitive personal data -  is ‘personal data’ that contains information as to an individual’s racial or ethnic origin, political opinions, religious beliefs, trade union membership, physical/mental health, sexual life, or the commission or alleged commission of offences

processing - includes the obtaining, holding, recording, retrieval, organisation and disclosure of data – it is a very wide concept.
At the heart of the Act are the eight Data Protection Principles. The handling of data covered by the Act must be consistent with these principles.  The principles require data to be:
· processed fairly and lawfully

· processed only for specified, lawful purposes and compatible with those purposes

· adequate, relevant and not excessive for those purposes
· accurate and up to date

· kept for no longer than necessary

· processed in accordance with the rights of data subjects

· kept secure

· transferred outside the European Economic Area only if there is adequate protection in the country to which the data is to be transferred.

The fourth principle requires that data should be accurate and, where necessary, kept up to date. Data is inaccurate if it is incorrect or misleading as to any matter of fact. If a worker obtains information from the data subject or from a third party and reasonable steps are taken to ensure it is accurate you will not breach the fourth principle even if the data is in fact inaccurate. Similarly, the principle does not prevent you from passing on your concerns or from expressing a professional opinion based upon incomplete information in appropriate circumstances.  However, those holding information must report back to the original source that the data has been found to be inaccurate. 

The first principle, as well as generally requiring that personal data must be processed fairly and lawfully, also precludes processing unless at least one of the Schedule 2 conditions is met. Additionally, in the case of sensitive personal data, it requires that at least one of the Schedule 3 conditions must also be met. The Schedule 2 and 3  conditions  are wide ranging and, in so far as relevant for the purposes of this Code, are set out below.
Much of the information about children which is likely to be relevant for the prevention of significant harm, such as health information, would be categorised as sensitive personal data.
Section 66 of the Data Protection Act provides that in Scotland persons under the age of 16 may exercise their rights under the Act provided they have capacity to understand that right and, furthermore, that children over the age of 12 shall be presumed to have that capacity.  Among the rights conferred by the Act is the right of access to personal data (s7) and the right to prevent processing likely to cause damage or distress (s10).

It is critical to bear in mind that confidentiality and a duty of care applies to information shared between staff within all agencies despite the fact that under the Data Protection Act each organisation is a single data controller.  All access must be on a strict need to know basis in order to deliver the appropriate support and services to the child and the general public.

What the Act does is to provide a legal framework for the processing, including by way of disclosure, of that information.  In particular it sets out, mainly in Schedules 2 and 3, the circumstances in which that processing can take place without the consent of the data subject.  Holders of personal data only have a right to process it in accordance with the Act and subject to the safeguards for the individual that it  provides. 

The Schedule 2 Conditions relevant to the processing of any personal data
Personal data must not be processed unless at least one of the following conditions is satisfied:
The processing must be: 

· with the consent of the data subject

· necessary to establish or perform a contract with the data subject
· necessary to comply with a legal obligation (other than under a contract)

· necessary to protect the vital interests of the data subject

· necessary:
· for the administration of justice
· to exercise a statutory function
· to exercise functions of the Crown, a minister or a government department or 
· to exercise any other public function in the public interest

· necessary for the legitimate interests of the data controller unless outweighed by the interests of the data subject.
The Schedule 3 Conditions relevant to the processing of any personal data
(Sensitive personal data must not be processed unless at least one of these conditions is satisfied as well as one of the Schedule 2 conditions )  

The processing must be:
· with the explicit consent of the data subject 

· necessary to protect the vital interests of the data subject or another person where
·  data subject consent cannot be given; or 
· data controller cannot reasonably be expected to obtain it
· in the case of another person, where data subject consent unreasonably withheld.

· necessary:

· in connection with legal proceedings
· for obtaining legal advice, or 
· for establishing or defending legal rights

· necessary :

· for the administration of justice
· to exercise a statutory function
· to exercise other functions of the Crown, a minister or a government department

· necessary for medical purposes and undertaken by a health professional
It should be noted that the Schedule 3 conditions are more limited and do not include processing in the exercise of public functions in the public interest.  Where explicit consent is required for the disclosure of sensitive personal data it should be specific, informed and unambiguous and not merely inferred from failure to object to processing.
Common Law Duty of Confidentiality
As a general principle, the Common Law Duty of Confidentiality arises when a person receives information in circumstances where he or she knows, or can be taken to know, that the information is to be treated as confidential. For example, health information is nearly always held under a common law duty of confidence. Anyone holding confidential information is under a legal duty to respect the confidentiality of the information provided and not to disclose it to third parties without consent, unless an overriding public interest or legal reason requires it.
Under common law, child protection information obtained in confidence, where disclosure is permissible, should not be disclosed to a greater extent than is necessary in the interests of the child. A common law duty of confidentiality will be overridden by any express statutory duty to disclose information. This would include for example the duty on local authorities and health boards to co-operate with a local authority making enquiries under section 21 of the Children Act (Scotland) 1995.
The common law duty of confidentiality is built up in case law over time. As mentioned, the information disclosed during a consultation with a doctor, which is personal in nature, is subject to a duty of confidence, but information already in the public domain cannot be subject to a duty of confidence. Once it has been made public it is not confidential information. However, public bodies and other agencies that work with children receive information from many sources via many different channels including information in the public domain or information that has been disclosed in breach of confidence. It is good practice to treat all information acquired or held as confidential until the contrary is established. There is a high public interest in keeping sensitive information, which includes medical information, confidential, and therefore the sharing of sensitive information must be justified by the circumstances on a need to know basis and be proportionate to the purpose for which the disclosure is made .

There may also be a duty of confidence where a public body holds personal or sensitive information as defined by the Data Protection Act 1998 for the purposes of its functions. Unauthorised or improper use of such information can give rise to an action for breach of confidence to which a valid defence would be that its use can be legally justified. 

The duty of confidence is not absolute. Confidential information may be shared without breaching common law if:

· the person to whom the duty is owed has given consent; or

· there is an overriding public interest in disclosure; or

· sharing is required by a court order or other legal obligation.

Confidentiality is therefore not an absolute bar to disclosure, but judgments (preferably subject to  a second opinion) will need to be made as to where the public interest lies.  Identifying situations where there is an overriding public interest is more straightforward in some cases than others.  The General Medical Council guidance states:
'Disclosure of personal information without consent may be justified in the public interest where failure to do so may expose the patient or others to risk of death or serious harm. Where the patient or others are exposed to a risk so serious that it outweighs the patient's privacy interest, [the doctor] should seek consent to disclosure where practicable. If it is not practicable to seek consent, [the doctor] should disclose information promptly to an appropriate person or authority. [The doctor] should generally inform the patient before disclosing the information. If [the doctor] seek[s] consent and the patient withholds it [the doctor] should consider the reasons for this, if any are provided by the patient. If [the doctor] remain[s] of the view that disclosure is necessary to protect a third party from death or serious harm, [the doctor] should disclose information promptly to an appropriate person or authority. Such situations arise, for example, where a disclosure may assist in the prevention, detection or prosecution of a serious crime, especially crimes against the person, such as abuse of children'.

The key factor in deciding whether or not to disclose confidential information without consent is proportionality: is the proposed disclosure a proportionate response to the need to safeguard and promote the welfare or protection of the child, or to prevent serious crime?   Relevant factors in making this judgement include:

What is the purpose of the disclosure? How compelling is it? What would the likely consequences be of not sharing the information? 

What is the nature and the extent of the information to be shared? How sensitive is it? Are there risks in sharing this information and how serious are they? 

To whom is the disclosure to be made (and is the recipient under a duty to treat the material as confidential) regardless of the form in which the material is supplied?
Why is it not possible to obtain consent?

The Freedom of Information (Scotland) Act 2002  interacts with other areas of law such as the Data Protection Act and the Human Rights Act.  Freedom of Information requests potentially relate to a request for information recorded in any form held by any of the wide range of public authorities covered by the Act. However section 38 of the Act makes it clear that personal information covered by the Data Protection Act is exempt form production in terms of Freedom of Information requests. Subject access provisions of the Data Protection Act may  apply to such information.
ANNEX 2

Membership of the Working Group
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“To advise the Scottish Executive on the drafting of the code of practice for the sharing of child protection information”
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Murray McVicar (Chair), Scottish Executive Finance and Central Services Department
Rona Agnew, Royal College of Nursing

Paul Alexander, Royal College of General Practitioners

John Anderson, General Teaching Council Scotland

Pam Armstrong, Association of Directors of Social Work
Alwyn Bell, Association of Chief Police Officers Scotland
Fiona Bissett, Scottish Executive Health Department

Penny Curtis, Convention of Scottish Local Authorities (from January 2007)

Paula Evans, Children in Scotland

Laura Ewan, Scottish Youth Parliament

Ian Fleming, Scottish Executive Justice Department
Anna Fowlie, Convention of Scottish Local Authorities (to January 2007)

Sharon Grant, Scottish Executive Justice Department

Rosie Ilett, Scottish Executive Health Department
Liz Johnston, Association of Directors of Social Work
Ian Kerr, Social Work Inspection Agency

David Love, British Medical Association
Jim Lugton, Scottish Council for Voluntary Organisations
Ken Macdonald, Information Commissioner’s Office
Hector Mackenzie, Scottish Executive Health Department

Katy Macfarlane, Scottish Child Law Centre
Susan Neilands, Scottish Executive Education Department
Laura Paton, Scotland’s Commissioner for Children and Young People’s Office
Paul Philips, Scottish Children’s Reporter Administration (from April 2007)

Ann Scott, Scottish Executive Education Department

Jane Scott, University of Dundee
Mhairi Snowden, Children 1st

Arlene Stuart, Scottish Executive Finance and Central Services Department
Christine Thomson, Scottish Executive Justice Department
David Thomson, Scottish Executive Education Department 

Maggie Tierney, Scottish Executive Education Department 
Lynn Townsend, Association of Directors of Education Scotland
Douglas Tullis, Scottish Executive Legal and Parliamentary Services
Dan Wynn, General Medical Council; Scotland



ANNEX 3

Glossary of Terms



The DPA defines a number of key concepts (see section 1 of the DPA for the precise definitions).

These include:
data - includes information processed by computer, as well as manual data forming part “of a relevant filing system” (see further definitions below)

personal data - must relate to a living individual who can be identified from the data. Therefore, anonymised or aggregated data (see below) which cannot be used to identify particular individuals does not fall within the definition.  Furthermore personal data includes expressions of opinion and of the data controller’s intention in relation to the data subject.

sensitive personal data -  is ‘personal data’ that contains information as to an individual’s racial or ethnic origin, political opinions, religious beliefs, trade union membership, physical/mental health, sexual life, or the commission or alleged commission of offences

processing - includes the obtaining, holding, recording, retrieval, organisation and disclosure of data – it is a very wide concept.
data subject - is the individual to whom the ‘personal data’ or ‘sensitive personal data’ relates
data controller - is the person who decides the purposes for which and the manner in which ‘personal data’ is to be ‘processed’
data processor - is the person who ‘processes’ the ‘personal data’ on behalf of the ‘data controller’

manual data - data that is not held on equipment operating automatically in response to instructions given for that purpose such as a computer

relevant filing system - means a non - electronic filing system that is “structured either by reference to individuals or by reference to criteria relating to individuals, in such a way that specific information relating to a particular individual is readily accessible”.

Subject access - the right of the person to whom the information relates to see the information that is personal to him that you hold. (This does not entail a right to see the record itself in which the information is held, although this may be the most convenient way to give the subject access to the information that  they are entitled to in terms of the Act).

Subject access request - a request by the data subject to seek details of the information held about them by you.

Fair processing notice - a formal notice which a data processor is required to give to the data subject under the DPA (unless certain exceptions apply) informing them of the information that will be processed and the purposes for which this will be done.

Other terms used in relation to the DPA
Secondary disclosure – disclosure by the person to whom data has been disclosed to another agency or person. For example if a doctor provides data to a school and the school passes it to the local authority social services department.
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NO





YES





Record Decision and Do Not Disclose





PROCESS 2


Do you have a concern which may warrant disclosure without consent ?





Record decision and seek consent





NO





YES

















Record decision and reason for not sharing and do not disclose








Agree to Disclose?





PROCESS 1


Do you have a concern which may warrant disclosure without consent ?





Yes





Discuss with Senior Colleague





No





Record decision and reason for sharing without consent and disclose
































Record Decision and Disclose











Record in writing all requests for information and the purpose for which the information is sought.


Keep a detailed log of information disclosed identifying the person to whom it has been provided and the purpose.


Record the date a piece of information is created or recorded and whether it comprises fact, opinion, hypothesis or a mixture of these together with the identity of the person recording the information and whether all or part of this information is corroborated and who is providing the corroboration.


Where consent to disclosure is needed, record clearly the basis on which consent to disclosure has been obtained and ensure that this is readily accessible to everyone who might be asked to share that data including any relevant legal or data protection issues.


Where disclosure takes place without consent, the basis for disclosure should be recorded.


All workers and agencies should keep clear, legible and up-to-date records of:


contact with parents and children


what information is held and any consent by parents or children to information being shared with other agencies or workers


the assessment, care plan and any changes as a result of reviews of these and


contact with other agencies, including the date and content of information shared or discussions held


Any decisions made and reasons for decisions, including any courses of action considered and then discounted.








The following sets out key principles in relation to information sharing to protect children at risk of significant harm:








The safety, welfare and well-being of a child is paramount when making decisions to lawfully share information with or about them.





Children have a right to express their views and to have them taken into account when decisions are made about what should happen to them.





The reasons why information needs to be shared and why particular actions need to be taken should be communicated openly and honestly with children and, where appropriate, their families.  A child and their parents should have access to the records unless doing so would place a child at risk of harm.





In general, information will normally only be shared with the consent of the child.  However, where the child is at risk of significant harm information may need to be shared without consent, although the intention to share and the reasons for this will be notified to the child.





At all times, information shared should be relevant, necessary and proportionate to the circumstances of the child, and limited to those within the child’s personal network and the workers or agencies who need to know





Information shared should be accurate and up-to-date, necessary for the purpose for which it is being shared and shared securely.  Information should be kept for no longer than is necessary.  Those disclosing or receiving information should advise partners of errors or inaccuracies that they are aware of.


  


When information is shared, a record should be made of when it was shared, with whom, for what purpose, in what form and whether it was disclosed with or without consent. Similarly, if a decision is taken not to share information, this should also be recorded. In situations where there is dissent or dispute, this should also be recorded. 





Seek advice and refer to management and/or an appropriate child protection officer where necessary








Some useful prompts might be:





How can the child be helped to take things forward?


What’s happening at home? Are there concerns of domestic abuse?


What’s happening at school?  Is the child being bullied?


Has the child got friends?


Are there concerns of self-harm including anorexia or bulimia?


Do I need to involve other agencies in order to support the child or young person?


Do I need to take advice?








Consent Granted?








�  It should however be noted that in terms of the Age of Legal Capacity (Scotland) Act 1991 a person in Scotland attains legal capacity for most purposes at the age of 16.


� It is recognised that, under the terms of Section 53 of the Children (Scotland) Act, some agencies have a statutory duty to refer to the Reporter children who may be considered to be in need to compulsory measures of supervision.


� Some professional bodies have clear guidance within their own Codes of Practice or protocols about sharing information with specific reference to children and child protection which recognise the importance of acting in the best interests of the child.
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The safety, welfare and well-being of a child are the paramount considerations

